Asymmetric Economic Warfare: 

The Next Cold War
United States policy often employs the use of active engagement in an attempt to maximize common areas of interest, to stimulate cooperation, and to channel the growing influences of our global economic partners in a positive and mutually beneficial direction.  However, this approach fails to reflect the true nature of the threat posed by state-sanctioned economic espionage efforts.  

Globalization has created a new Cold War – a competitive landscape driven by growth and development – subordinating exclusively political and military aims of the post-WWII era for the sake of economic gains today.  The fundamental changes occurring in the dynamics of geopolitics today can be seen by the reprioritization of the means to achieving geostrategic dominance. Even so, economic objectives alone are not the end-game simply a powerful means.  In light of this tactical shift, the role and nature of economic espionage efforts will undoubtedly be more pervasive as it continues to yield undeniable results and becomes the lynchpin as well as precursor to military advancement and political clout. 
Cost of Espionage:
Economic espionage efforts negatively impact the U.S. in two ways. It corrodes U.S. military supremacy because successful espionage efforts enable foreign militaries to acquire capabilities that would have taken years through R&D alone.  This allows foreign countries to achieve quantum leaps forward and circumvent critical research hurdles which would have inhibited the development of military capabilities.  The second is that it retards the growth and development of the U.S. economy by removing competitive advantages once exclusively available to American firms.  As a result, the diffusion of protected and sensitive information imposes a significant cost to the U.S. economy. 

According to Lexicon Communications Corporation, a leading crisis management consulting firm, in the last decade alone, economic espionage cost U.S. businesses at least $1.2 trillion, and by some estimates the figure is much larger because companies are hesitant to admit it or have failed to realize it.
  The Counterintelligence Division of the F.B.I. warns, “Every year billions of U.S. dollars are lost to foreign competitors who deliberately target economic intelligence” and “who cull intelligence out of shelved technologies by exploiting open source and classified information.”
  For this reason, the F.B.I. states that economic espionage is the Bureaus number two priority, second only to terrorism. 

Intermingling Interests: 

In 1996, F.B.I. Director Louis Freeh told Congress, “Economic Espionage is the greatest threat to our national security since the Cold War.”
  While the threat matrix facing America was altered after September 11, 2001, the events of that day do not discount the ongoing threat posed by economic espionage.  In fact, economic interests are increasingly intertwined with national security interests.  In testimony before the Senate Foreign Relations Committee, former Secretary of State Warren Christopher stated, “In the post-Cold War world, our national security is inseparable from our economic security…the new centrality of economic policy [is] in our foreign policy.”
  The linkage between national security and economic interests has always been constant.  Even so, there are several emerging global trends which underscore the increasing interrelatedness and intermingling of economic and national security interests.  
A New Geostrategic Dynamic:


Globalization provides great opportunity for economic prosperity. Nevertheless, it is this opportunity, in itself, which has become the incubator for emerging threats and allowed a new geostrategic dynamic to proliferate.  First and foremost, globalization has spawned a new kind of battleground for economic supremacy. The push for economic prosperity and perpetual expansion can be viewed as replacing the military and political competitive landscape of the Cold War. 
Global Economic Integration:


Globalization has precipitated the integration of the world economic order.  With more countries joining the international trade community and adopting principles of free trade, the level of foreign investment across national boundaries has increased significantly.  The evolution of large domestic conglomerates into multinational and transnational corporations continues to encourage holistic economic integration.  As a consequence, U.S. firms are becoming increasingly intertwined with foreign businesses and operations.  This trend has produced mutually beneficial results, but it also poses significant risks.  As U.S. businesses expand global operations and acquisitions and mergers with foreign firms continue to be the norm, it will be increasingly difficult to protect sensitive material and dual-use technology from foreign infiltrators.  In turn, the dissemination of protected formulas, designs, methods, processes, programs, source-codes, and other secrets will increase.  

In response to geopolitical trends to reduce trade barriers and embrace market liberalization, corporate America has felt a growing pressure to exploit opportunities by relocating business operations overseas.  Lured by the promise of lower production and labor costs, as well as government-sponsored tax incentives like free-trade zones, U.S. firms are engaging in outsourcing efforts to support core competencies and expand core business lines.  In principle, pursuing a strategy that lowers fixed and marginal costs is simply good business acumen.  Nevertheless, this enticing proposition comes with a unique set of risks that are often blurred and ignored in the pursuit of profits.  

By moving critical elements of U.S. operations abroad, U.S. firms increase their own vulnerabilities and susceptibility to penetration.  As firms continue to search for low-cost centers and attempt to streamline global supply chains to bring products to the world market faster, an inevitable breakdown and dilution of security occurs.  Diminished protocol standards in the name of expediency and efficiency, will result in the removal of key barriers and allow the outflow of sensitive information. 

Open Economic Arms:


America’s own desire for economic growth and development has made the U.S. homeland more vulnerable.  Increased trade liberalization encourages the U.S. economy to be more open to foreign business.  America’s openness can be measured by two trends. The first is the increasing number of nonimmigrant’s entering the U.S. for the purpose of business.  According to the Department of Homeland Security’s 2006 Yearbook of Immigration Statistics, the number of 1-94 visas has risen nearly 20% from 4,215,714 in 2003 to 5,040,502 in 2006.
 Not all admission given to foreign businessmen can uniformly be considered a threat but it is fair to assume these individuals have a greater likelihood of accessing sensitive information.  In turn, access can be viewed as precipitating vulnerability. 

The second consequence of America’s open access tendencies lies in the number of noncitizens studying or teaching in advanced hard sciences areas. According to a June 2005 article in the Washington Post, more than half of all students enrolled in science and engineering programs are foreigners.
 Additionally, the article points out that 40% of engineering faculty as well as engineering, math, and computer science graduate students are noncitizens. The vast majority of foreign-born post-graduate students and professors do not pose a direct threat to the U.S. However, due to their role in advanced research projects and position in sensitive laboratories, it is likely that some portion of protected information and vital technologies are exported to foreign countries via these surrogates. 

Conclusion:

Global technology represents the most drastic change to our world since the industrial revolution.  Advanced technology and continued innovation has always been the heart of America’s competitive advantage.  Technological leadership and creative genius will be the deciding factor for America’s success in the new global economy.

The line delineating the difference between military and economic objectives for espionage efforts continues to become more and more convoluted. Advances in technology and the duplicative application of these developments make the distinction between economic and military assets more difficult to define. Global trends and increased economic integration raises the stakes and acts as fodder to increasing economic espionage efforts. Free flow of capital and labor in and out of the U.S. provides opportunities for growth while also serving to undermine America’s long-term economic security. The increasing number of foreign business visitors and the high number of nonimmigrant and foreign-born graduate students as well as professors increases the potential for espionage. Even so, isolationist rhetoric and protectionist policies are not the answer to these vulnerabilities. A sustained and methodical approach to evaluating and assessing the nature of these issues needs to be a greater priority to ensure America’s economic and national security.  
Recommendations: 
To understand the size and scope of economic espionage, in terms of its impact on the U.S. economy and corporate America, legislation needs to be explored requiring U.S. businesses to report computer-related crimes and suspected espionage infiltration. Businesses will likely object because of the costs associated with such regulation. To offset the potential cost of compliance, tax credits could be given to companies.

Any such proposal needs to be evaluated and its implications fully understood.  To achieve a comprehensive assessment of this type of regulation, Congress should commission a study to determine the potential costs and how best to create a confidential reporting system.  Many U.S. companies will likely object to reporting this kind of information because of the proprietary nature and potential public relations fallout.  A study could help determine the feasibility of such an initiative. 
In order to keep America’s technology and other sensitive information-dependent industries in the U.S., policymakers must implement incentives to keep domestic businesses competitive in the global market.  These incentives should focus on mitigating the alluring benefits of Offshoring trends.  Specifically, the U.S. should pass legislation aimed at providing tax benefits to companies in order to keep sensitive technology and vital economic processes domestic.  
Additionally, the R&D tax credit originally enacted in 1981 should be made permanent. Since the laws passage, Congress has extended the tax credit 12 times but has failed to make the provision a permanent reality. The temporary nature of the tax credit serves to negatively affect investment decisions. Congress’ failure to make this tax credit permanent disrupts multiyear research projects because companies cannot assume its existence in later years of the research. 

Another form of tax incentives worthy of consideration is reducing the overall corporate tax level, specifically for industries deemed vital.  While this will likely be a controversial move, as critics will charge that it amounts to a gift to corporate America, reducing tax levies will encourage U.S. businesses to stay and reinvest capital into the U.S. economy. 
As global businesses continue to consolidate and foreign involvement in U.S. business operations increases, new measures to protect the outflow of sensitive information need to be explored.  The increasing number of foreign business visitors to the U.S. indicates a strong level of interest by foreigners to partner with U.S. firms.  This interest should be encouraged but measures to protect America’s economic interests and mitigate the unintended consequence of society’s openness should be examined. 
Federal law stipulates that firms which have access to classified information are required to be free of foreign ownership, control and influence.  Even so, this law does not provide any guidelines for partnerships being made between U.S. firms and outside third party arrangements with foreign companies.  In this scenario, U.S. firms with access to classified information may hire a foreign consulting firm to perform a review of its management, production, supply-chain, or any other critical business process.  In doing so, sensitive and protected materials may inadvertently become available during the consulting process.  In order to reduce this vulnerability, Congress should consider reviewing what procedures are in place to screen and monitor U.S. firms’ arrangements with foreign companies.
Intellectual capital has always been a critical component to maintaining America’s competitive edge.  The surge in the number of foreign-born academics is a concern.  However, following the terrorist attacks of 2001, the U.S. responded by restricting access to sensitive equipment and research by foreign nationals.  This program of government-mandated secrecy appears to be wide-sweeping and far-reaching. In fact, some critics suggest that the restrictions are actually hampering America’s scientific development.  These objections are not unfounded, but the fact remains that restrictions on access to research, materials, and technologies appears to be prudent policy.  Nevertheless, there is a lack of transparency regarding the criteria and classification process.  Transparency is a cornerstone of democracy and this ideal needs to be adhered to when analyzing government mandated secrecy initiatives. Congressional oversight in this arena will prove crucial to bring government policymakers to account and ensuring that restrictions are not haphazardly imposed. 
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